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Abstract:  

Self-executing smart contracts represent a qualitative advancement in the field of digital 

transactions, blending advanced technological innovation with legal frameworks to ensure the 

automatic and transparent execution of agreements while minimizing the need for traditional 

intermediaries. This article initially addresses the jurisprudential and legislative foundations that 

contributed to defining these contracts and establishing their legal regulations, then reviews the 

technical stages of drafting, deploying, and operating them on blockchain networks, with 

reference to their practical applications in areas such as real estate contracts, smart waqf 

contracts, and smart insurance. It also discusses the main practical and legal challenges related to 

technical security and data protection, providing a comprehensive view of the nature of these 

contracts and their growing role in the contemporary digital economy. 

Keywords: Smart Contracts; Automated Execution; Blockchain; Legal and Practical Challenges; 

Contract Automation; Data Protection; Security; Cybersecurity. 

     :خصلم

تمثل العقود الذكية ذاتية الإبرام والتنفيذ تطورًا نوعيًا في مجال المعاملات الرقمية، حيث تمزج بين 

ن الابتكار التقني المتقدم والأطر القانونية لضمان تنفيذ الاتفاقيات تلقائيًا وبشفافية عالية، مع الحد م

لبداية الأسس الفقهية والتشريعية التي ساهمت في يتناول المقال في ا، بحيث الحاجة للوسطاء التقليديين

تعريف هذه العقود ووضع ضوابطها القانونية، ثم يستعرض المراحل التقنية لإبرامها ونشرها وتشغيلها 

العقارات، عقود على شبكات البلوك تشين، مع الإشارة إلى تطبيقاتها العملية في مجالات متنوعة مثل 

انونية المرتبطة بالأمان كما يناقش أبرز التحديات العملية والق الذكي، والتأمينوعقود الوقف الذكي 

موفرًا رؤية شاملة لطبيعة هذه العقود ودورها المتنامي في الاقتصاد الرقمي  حماية البيانات،و  التقني

 المعاصر.

 عملية؛ أتمتةوالالعقود الذكية؛ التنفيذ الآلي؛ البلوك تشين؛ التحديات القانونية الكلمات المفتاحية: 

 . السيبراني الأمنالبيانات؛ الأمن؛ ؛ حماية العقود
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Introduction:  

 

Self-executing smart contracts represent one of the most significant digital innovations in 

recent decades. They are not merely technical tools but a transformative development in 

understanding contractual obligations and their execution. These contracts rely on blockchain 

networks to automatically record and enforce agreements once predetermined conditions are met, 

ensuring high precision in fulfilling obligations while minimizing risks associated with delays, 

human intervention, or fraud. They embody the convergence of law and technology, where 

traditional legal provisions are translated into executable code, enhancing transparency, trust 

between parties, and creating a new digital legal environment characterized by reliability and 

efficiency1. 

 

The significance of this subject lies in the fact that smart contracts constitute an advanced 

stage in the evolution of digital transactions, offering extensive possibilities for restructuring 

traditional legal and commercial systems, including finance, real estate, waqf, and insurance. They 

go beyond merely simplifying procedures or accelerating transactions, opening the door to 

innovative business models based on automated contract execution and precise monitoring of 

obligations. Furthermore, they provide legal and technical mechanisms for addressing disputes 

more efficiently and accurately, making the study and understanding of these contracts, their 

operational mechanisms, and their legal frameworks an urgent necessity for researchers and 

practitioners alike2. 

 

Despite the increasing adoption of self-executing smart contracts, their legal and technical 

nature remains a subject of extensive debate, as they represent a convergence point between digital 

innovation and traditional legal frameworks. This situation raises several fundamental challenges, 

foremost among them how to achieve a balance between legal and jurisprudential compliance while 

ensuring the technical effectiveness of contracts on blockchain networks, as well as addressing 

practical issues such as data security, technical reliability, and integration with external systems. 

Hence, the main research problem emerges: how can self-executing smart contracts align with 

legal and jurisprudential frameworks and be practically implemented on blockchain 

networks, while ensuring the ability to overcome the associated legal and practical challenges? 
 

This study adopts a multi-dimensional analytical approach that integrates legal and technical 

analyses of the fundamental concepts of smart contracts. From a legal perspective, the study 

examines national and international jurisprudential and legislative texts related to smart contracts, 

alongside comparative analyses of experiences in the United States, France, Belarus, and Malta, to 

assess the degree of legal recognition and regulatory frameworks governing their use. From a 

technical perspective, a descriptive-analytical method was employed to detail the operational stages 

of smart contracts, from programming design to deployment on blockchain networks, and finally to 

self-execution and verification of obligations. Furthermore, the study analyzes practical applications 

of smart contracts in diverse fields, with particular emphasis on technical and legal challenges, 

including cybersecurity, data protection, reliability, and regulatory compliance, providing a 

comprehensive view of the operational and legal dimensions of self-executing smart contracts. 
 

Section I: Jurisprudential and Legislative Attempts to Define Smart Self-Executing Contracts 

 

In the context of rapid digital transformations3, the concept of smart self-executing contracts has 

become a focal point of interest for both jurists and legislators. Accordingly, this section initially 

addresses the jurisprudential attempts to delineate the scope of these contracts, followed by legal 

efforts to recognize and regulate them, and then highlights the essential characteristics that 

distinguish smart contracts4. 
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A) Jurisprudential and Legislative Attempts 
 

1- Jurisprudential Attempts 

Smart contracts represent one of the most prominent digital innovations of the modern era, 

constituting a natural evolution of information and communication technology, particularly in the 

context of blockchain technology. The emergence of these contracts was driven by the need to 

develop mechanisms for executing digital agreements based on automatic execution and 

transparency, independent of traditional intermediaries, which has captured the attention of both 

jurists and legislators5. 
 

The roots of smart contracts trace back to the mid-1990s when legal scholar and cryptographer Nick 

Szabo first introduced the concept, considering them as a set of digitally defined promises 

incorporating protocols that enable parties to execute them automatically. This idea quickly evolved 

to include complementary smart contracts, which aim to enhance rather than replace traditional 

contracts by providing them with greater digital enforceability and credibility. 6 
 

Szabo initially defined smart contracts as a: “computerized transaction protocol that executes the 

terms of a contract.” Later, with technological advancements, he refined the definition to: “a set of 

digitally specified promises, including the protocols through which the parties execute these 

promises.” 7 

Meanwhile, Vitalik Buterin, the founder of the Ethereum network, defined a smart contract as: “a 

mechanism involving digital assets and two or more parties, in which some or all parties place 

assets into it, and the assets are automatically redistributed among those parties according to a 

formula based on specific data that was not known at the time the contract was initiated.”8 
 

Some have defined smart contracts as: “computer codes operating on the blockchain that include a 

set of rules according to which the parties to the contract agree to interact with each other, and when 

the predefined rules are met, the agreement is executed automatically.”9 

Investopedia defines them as: “self-executing contracts programmed within a decentralized 

platform called blockchain.” Meanwhile, Regis de Boise describes smart contracts as: “digital 

contracts based on blockchain technology where the obligations of each party under the contract can 

be controlled.”10 

Others define smart contracts as “digital contracts that allow conditions based on decentralized 

consensus, are self-enforcing, and tamper-proof, through automatic execution.”11 
 

It is notable that these definitions are relatively complex, mostly focusing on the description and 

operational mechanism of smart contracts. Consequently, an alternative definition has emerged 

based on the idea of complementary or supportive contracts. P. De Filippi defines smart contracts 

as: “software executed in a decentralized manner on the blockchain12, whose functions are activated 

upon the fulfillment of predetermined conditions.” He emphasizes that smart contracts do not 

replace traditional contracts but rather enhance them. This view is shared by Mansour Daoud, who 

considers smart contracts as the ideal complement to conventional contracts, supporting them and 

providing them with digital and societal strength.13 
 

From a technical perspective, smart contracts differ significantly from traditional electronic 

contracts. The latter can be executed on any digital platform using computers, tablets, or the 

internet. In contrast, smart contracts are created and executed exclusively within blockchain 

technology using encrypted mathematical codes, known as algorithms, which define the rights and 
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obligations of the parties in an “if… then…” structure. This enables automatic execution once 

predefined events or conditions are met, without the need for intermediaries or human intervention, 

thereby enhancing transparency, security, and tamper-resistance.14 
 

Despite the significant innovation that smart contracts offer, they initially faced considerable 

skepticism due to their digital and virtual nature. Many individuals and institutions were unfamiliar 

with how they operated, which limited their adoption. However, these contracts experienced a 

qualitative leap with the advent of Bitcoin in 2008, which allowed transactions to be recorded and 

documented on the blockchain network while using digital currency as payment, enabling parties to 

interact within a secure digital environment. In 2013, programmer Vitalik Buterin further advanced 

this concept by developing the Ethereum network, which provided new programming protocols 

allowing for more flexible smart contracts adaptable to user needs. It also enabled self-execution of 

contracts with mining mechanisms associated with new cryptocurrencies, such as Ether. 
 

What distinguishes smart contracts is not merely their digital nature, but their intelligent and 

automated execution, where two or more parties interact within a decentralized platform, ensuring 

full traceability and direct monitoring of transactions without requiring a third party. These 

contracts provide protection against forgery and manipulation while reinforcing trust and credibility 

in the digital environment. From a jurisprudential perspective, these features have sparked debate 

regarding the nature of the contract and the binding obligations of the parties. Scholars are divided: 

some view smart contracts as an extension of traditional contracts and a means to enhance them, 

while others see them as an independent entity requiring clear legal framing suitable for the digital 

context in which they operate15. 
 

Therefore, it can be concluded that smart contracts represent an advanced model of self-executing 

digital contracts, combining technical programming with legal commitment. They offer a secure 

and transparent platform for parties to efficiently execute their agreements while upholding 

fundamental legal principles, including obligation, contractual character, and transparency. This 

makes smart contracts an effective tool in modern digital transactions and a genuine complement to 

traditional contracts in light of rapid digital developments. 
 

B)  Legislative Attempts 
 

It is observed that U.S. legislation has been particularly proactive in establishing boundaries and 

regulations for blockchain technology and smart contracts. The Arizona House Bill 2417 of 2017, 

concerning blockchain networks and smart contracts, defined a smart contract as: "Smart contract 

means an event-driven program, with state, that runs on a distributed, decentralized, shared and 

replicated ledger and that can take custody over and instruct transfer of assets on that ledger."16 
 

Similarly, Tennessee’s SB1662, focusing on blockchain technology, adopted the same definition. 

The New York law NY A08780 of 2017, Ohio law SB300 of 2018, and Nebraska law NE LB 695 of 

2018 also adopted comparable definitions for smart contracts. 
 

In contrast, Belarus defined smart contracts through Decree No. 08 of 2017, related to the 

development of the digital economy, as: "A program code designed to operate on a distributed 

ledger (blockchain), or another distributed information system, for the purposes of automatically 

executing transactions or performing other legal acts."17 
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Regarding French legislation, it can be noted that the French Civil Code does not yet contain a 

specific definition of smart contracts, representing a noticeable gap in the direct legal framing of 

this emerging technology. Nevertheless, the French legislator has explicitly recognized blockchain 

technology as the essential technical component and core driver of smart contracts. This recognition 

was not merely a formal statement; many scholars have considered it an important step toward the 

gradual legal acknowledgment of smart contracts within the French legal framework, paving the 

way for their future legal application. 
 

This approach was concretely reflected in Article 12-223 of the French Monetary and Financial 

Code18, which emphasizes the use of blockchain technology in financial transactions, stating: “A 

shared electronic recording device allowing the documentation of issuance and transfer of financial 

securities in accordance with conditions determined by a decree issued by the Council of State.” 

This illustrates a conscious legislative approach to integrating digital innovation with the traditional 

legal system. Consequently, while France has not yet defined smart contracts directly, it has 

established the foundational legal provisions enabling the use of this technology, providing legal 

safeguards and regulatory frameworks that ensure transaction integrity and transparency—reflecting 

an advanced understanding of blockchain’s role in enhancing the legal and economic reliability of 

smart contracts. 
 

Belarus also represents another example of advanced legislative practice. Through Decree No. 08 of 

2017 on digital economy development, the Belarusian legislator defined smart contracts as: 

“program code designed to operate on a distributed ledger (blockchain), a distributed information 

system used for the purposes of automatically executing transactions or performing other legal 

acts.” This definition demonstrates Belarus’s intent to integrate smart contracts within the 

traditional legal framework while emphasizing automated transaction and legal act execution. It 

reflects an international trend toward unifying core smart contract concepts, including 

decentralization, automatic enforceability, and digital asset management, while maintaining a clear 

legal framework—a sophisticated understanding of their nature and role in the contemporary digital 

economy. 
 

Moreover, the Maltese Parliament, on July 4, 2018, established three laws regulating blockchain 

technology and smart contracts, as well as related issues. These include the Malta Innovation Act, 

the Innovative Technology Arrangements and Services Act, and the Virtual Financial Assets Act19. 
 

Overall, the legislative experiences of the United States, Europe, and Belarus represent advanced 

models for incorporating digital innovation within clear legal boundaries, providing a secure legal 

environment for investors and users, and enhancing parties’ confidence in the legal effectiveness 

and reliability of smart contracts.20 
 

Section II: Technical Stages of Smart Contract Formation and Their Operational Mechanisms 
 

Smart contracts represent one of the most significant digital innovations of the past decade, sitting 

at the intersection of law and technology. They enable the creation of digital contracts that execute 

automatically once predetermined conditions are met, without the need for intermediaries, thus 

enhancing efficiency, security, and transparency in transactions. To understand how these contracts 

function, it is essential to examine the technical stages they undergo from creation to execution. 
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A)  Software Design and Contract Condition Specification 
 

The process of establishing a smart contract begins with software design, where legal and technical 

developers first define the conditions and obligations that the contract must fulfill. This stage 

involves: 
 

Identifying the participating parties and specifying the rights and duties of each. 

Drafting executable conditions using a specific programming language, such as Solidity on the 

Ethereum network, or other languages compatible with the blockchain platform employed. 

Converting legal clauses into digital algorithms that can be processed automatically once the 

conditions are met. 
 

This stage is arguably the most critical in bridging law and programming, requiring precise 

formulation to avoid loopholes that may affect execution or parties’ rights.21 
 

B)  Deploying the Contract on the Blockchain 
 

Once the contract is designed, the next step is deployment on the blockchain, a technical procedure 

that ensures the contract’s decentralization and immutability. Key elements of this stage include: 
 

Transforming the programmed contract into digital code suitable for uploading onto the blockchain. 

Adding the contract to the blockchain network, where it is replicated across all nodes to ensure 

redundancy and prevent tampering. 

Securing the contract against alteration or deletion using cryptographic techniques, such as SHA-

256, making the stored data immutable post-deployment. 
 

This procedure guarantees that the contract operates independently of any central authority and that 

all parties can verify the conditions and obligations without an intermediary, while enabling 

transparent and reliable tracking of all contract-related events.22 
 

C)  Automated Execution Upon Condition Fulfillment 
 

The core feature of smart contracts is the self-enforcing execution of obligations once predefined 

conditions are met. This stage involves several technical components: 
 

1- Event Monitoring: The smart contract is linked to specific events on the network, such as 

receipt of a financial payment or fulfillment of a condition in an external database (off-chain data). 

Activation of programmed functions: Once a condition is satisfied, the contract executes 

programmed functions, such as transferring digital assets, issuing electronic documentation, or 

activating a party’s rights. 

2- Execution verification: The blockchain employs consensus protocols (e.g., Proof of Work or 

Proof of Stake) to ensure that all nodes on the network reach the same conclusion regarding contract 

execution, preventing manipulation or errors. 
 

This stage makes smart contracts highly efficient, capable of handling thousands of operations 

simultaneously without human intervention, while reducing the risk of fraud or execution delays. 
 

D) Integration with External Data Sources (Oracles) 
 

In many cases, smart contracts rely on external data (off-chain), such as currency exchange rates, 

weather conditions, or election results. Oracles serve as bridges linking the smart contract to real-

world data, ensuring the accuracy of information prior to execution. Key aspects include: 
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1- Reliable Oracles: Data provided must be accurate and verifiable, as it directly governs contract 

execution. 

2- Data encryption: Ensures information cannot be tampered with before entering the network. 

Multiple sources: Contracts may use multiple data sources to guarantee accuracy and increase 

reliability. 
 

3- This technology allows smart contracts to operate in diverse economic and legal environments, 

including insurance, finance, and supply chain management. 
 

E)  Continuous Verification and Auditing 
 

After deployment and activation, ongoing verification and auditing mechanisms are required to 

ensure execution integrity and protect the parties: 
 

1- Legal compliance verification: Ensuring that programmed conditions comply with local and 

international laws. 

2- Code auditing: Inspecting the code for bugs or vulnerabilities that could compromise execution. 

3- Event and transaction logging: Every step of contract execution is recorded on the blockchain, 

providing a permanent ledger that can be referenced in potential disputes. 
 

This stage adds an extra layer of legal and technical security, reaffirming the role of smart contracts 

as reliable instruments for executing digital agreements. 
 

 
 

(Prepared by the researcher). 

The diagram illustrates the practical stages of smart contracts, beginning with drafting the terms and 

converting them into digital algorithms, followed by deploying the contract on the blockchain 

network to ensure decentralization and immutability. 

 It proceeds to self-execution once pre-defined conditions are met, integrates external data sources 

via Oracles to ensure data accuracy, and concludes with continuous verification and auditing to 

guarantee execution integrity and safeguard the parties involved.  

This comprehensive framework demonstrates how smart contracts provide a secure and transparent 

environment, combining technical efficiency with legal compliance, making them an effective tool 

for enhancing trust and reliability in modern digital transactions . 
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Section III: Section III: Practical Applications of Self-Executing Smart Contracts 
 

Self-executing smart contracts have moved beyond theoretical concepts to practical implementation 

in various sectors, demonstrating their potential to automate transactions and enforce agreements 

efficiently. This section provides an overview of real-world applications, illustrating how these 

contracts are applied in areas such as real estate, movable asset sales, Islamic endowments (waqf), 

leasing, and insurance, while highlighting the technological and legal mechanisms that enable their 

operation23. 
 

A) Real Estate Sale Contract 
 

In the current era, it is possible to convert ownership of real estate, movable assets, services, or 

benefits into encrypted programmatic codes using blockchain technology. Consequently, the 

transfer of traditional or digital ownership between a seller and a buyer can be envisioned through 

these encrypted codes. Some experts consider this form of ownership transfer as a natural evolution 

from conventional ownership to intelligent digital ownership24. 
 

Let us assume that Seller "A" owns a house and has a digital wallet on the blockchain, while Buyer 

"B" wishes to purchase the house and also possesses a similar digital wallet. After both parties agree 

on the essential terms of the smart sale contract, with Seller "A" formally proving ownership of the 

property and Buyer "B" demonstrating financial capacity to pay the price in cryptocurrency, it is 

agreed that the property ownership will be transferred immediately upon full receipt of the payment 

by Seller "A" in their digital wallet. 
 

The technical and legal steps to execute such a smart real estate contract can be outlined as follows: 
 

1- Contract Creation: The terms and conditions of the smart sale contract are coded using a 

programming language such as Solidity. The encrypted code incorporates all the conditions agreed 

upon by the parties. 

2- Digital Wallet Addresses: The blockchain addresses of both the seller and the buyer are defined. 

3- Price and Cryptocurrency Specification: The property price and the type of cryptocurrency for 

payment are determined. 

4- Payment Deposit: The buyer deposits the agreed amount into an escrow account on the 

blockchain. The funds remain locked until the technology verifies that all contractual conditions 

have been fulfilled. 

5- Self-Verification of Payment: The contract activates its function to confirm that the buyer has 

paid the full amount. 

6- Ownership Transfer: The contract triggers the transfer of property ownership and the associated 

documents on the blockchain. 

7- Reversion Clause: In case the buyer fails to pay the amount by the agreed deadline, ownership is 

automatically reverted to the seller. 

8- Digital Signatures: Both parties digitally sign the contract using their private keys registered on 

the blockchain. 

9-Automatic Verification and Execution: The blockchain monitors the payment status, and once the 

seller’s wallet confirms full receipt, the contract automatically executes the ownership transfer and 

registers it in the buyer’s name. 

10- Smart Contract Deployment: After completing all the previous steps, the smart contract is 

deployed and distributed across all blockchain users. From this point, the contract acquires absolute 

evidentiary validity and cannot be modified through conventional methods. 
 

B)  Movable Asset Sale Contract 
 

One of the most prominent examples of smart sale contracts is the smart gold sale contracts that 

emerged in 2015 in Malaysia through the company Hello Gold. The company launched the first 

digital smart platform compliant with Islamic law (Shariah) for buying and selling physical gold 

digitally without direct human intervention25. 
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The platform relies on automating complex financial operations, managing users’ accounts with 

high precision, and executing fund transfers automatically once the pre-programmed conditions in 

the smart contract between the platform and its users are met. The company primarily uses 

Ethereum blockchain technology to ensure the highest levels of security and privacy in all 

transactions. 
 

Smart contracts play a crucial role on the platform, as they handle account management and execute 

transfers automatically without the need for intermediaries, ensuring accuracy and speed in all 

transactions. These contracts also create "tokens," unique digital representations fully backed by 

physical gold. Blockchain users can verify that each token corresponds to a specific weight of real 

gold, with every transaction securely recorded on the blockchain. 
 

Through this system, the platform provides instantaneous, secure, and fully digital services for 

buying, selling, and storing gold. It also allows users to withdraw invested funds at any time and 

facilitates the transfer of digital assets or gold balances between user accounts with ease and 

security. 

 

C)  Waqf (Endowment) Smart Contracts 
 

Finterra Waqf Chain is among the pioneering companies specializing in the drafting and execution 

of smart Waqf (endowment) contracts. Founded in 2017 in Malaysia, the company has since 

expanded to several countries, including India, Singapore, Bahrain, the United Arab Emirates, and 

Saudi Arabia. It collaborates with the respective Ministries of Waqf in each country to invest Waqf 

funds in both profit-generating and non-profit projects, ensuring transparency and efficiency in 

resource management. 
 

When an individual wishes to invest in a profitable Waqf project, they must log into the company’s 

digital platform connected to blockchain technology and create a digital account and wallet. After 

verifying the accuracy of the provided information, the platform assigns the investor a credit rating 

and then presents all available Waqf projects, allowing the investor to make an informed smart 

investment decision. 
 

Once the investor decides to commit a specific amount to a particular Waqf project, the funds are 

transferred to the platform’s digital wallet, thereby executing the smart Waqf contract between the 

investor and the platform. 
 

Regarding contract execution and profit distribution, the platform initially issues digital tokens 

representing the amounts contributed by each investor. These tokens are then automatically 

allocated according to each investor’s share. Upon completion of the Waqf project, the revenues and 

profits are distributed automatically through the smart contract and blockchain technology, ensuring 

transparency, accuracy, and efficiency in managing Waqf funds and distributing benefits to investors 

in compliance with Shariah principles. 
 

This application represents an advanced model for integrating digital technology with Islamic 

endowments. It enhances investment efficiency, automates processes, and ensures precise tracking 

of all funds and returns, reducing human errors and fostering trust among all parties involved. 

D) Smart Lease Contract (Wethaq Platform) 
 

The Wethaq Platform is a limited liability company officially recognized in the United Arab 

Emirates, Saudi Arabia, and the United Kingdom, providing it with a strong legal foundation to 

operate in both international and Islamic financial markets26. The platform is distinguished as the 

first private digital platform specializing in the implementation of smart contracts within Islamic 

financial markets, relying on automated legal procedures to ensure full compliance with financial 

and Shariah regulations. 
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The platform focuses on issuing automated smart lease contracts fully compliant with Islamic law, 

allowing for the complete management of contractual operations without direct human intervention 

while providing a high level of transparency and accuracy in financial transactions. Using smart 

contracts on the Wethaq Platform guarantees the automatic and reliable execution of all pre-agreed 

terms, such as rental entitlements, payment obligations, and performance guarantees, significantly 

reducing the legal and technical risks associated with traditional lease agreements. 

The platform has notably expanded the use of smart contracts for advanced Islamic finance 

applications, including: 

Issuance of Smart Sukuk: Traditional Sukuk are converted into digital, encrypted tokens on the 

blockchain, allowing their ownership and trading to be tracked transparently and securely, while 

enabling investors to access and verify transaction records in real time. 

Smart Investment Management: Profit distribution, reinvestment of returns, and verification of legal 

and Shariah compliance can be executed automatically, reducing reliance on traditional 

intermediaries and enhancing portfolio management efficiency. 

Legal Automation: Through smart contracts, Shariah and legal rules are directly embedded in the 

contract’s code, ensuring that each clause is executed legally and financially, while eliminating 

human error or delays in implementation.27 

The Wethaq Platform exemplifies an advanced stage in integrating financial technology with 

Shariah standards, combining digital security, transparency, and operational efficiency. It also 

provides a scalable foundation for a wide range of Islamic financial products, including 

crowdfunding, Islamic real estate finance, and digital Takaful (insurance). By leveraging blockchain 

technology, the platform ensures that every transaction is recorded on an immutable ledger, 

enhancing trust among all parties and reducing potential disputes. 

E)  Smart Insurance Contracts 

In the insurance industry, smart contracts are transforming traditional operational models by 

automating processes that were previously manual, time-consuming, and prone to human error. A 

prominent example is Fizzy, a service launched by the French insurance company AXA, which 

leverages blockchain-based smart contracts to manage flight delay compensation claims efficiently. 

Fizzy relies on the parametric insurance model, where compensation is triggered not by the 

conventional proof of loss but by the fulfillment of a predetermined parameter — in this case, a 

flight delay exceeding two hours. Upon verification of the triggering event, the smart contract 

automatically executes the agreed-upon compensation payment, transferring the funds directly to 

the insured party’s digital account recorded on the blockchain. This execution occurs without 

manual intervention from the customer, the insurer, or any intermediary, thus minimizing 

administrative delays and operational overheads. 

Moreover, blockchain-enabled smart contracts allow for transparent and auditable transactions, 

ensuring that all claim conditions and execution steps are permanently recorded in an immutable 

ledger. This transparency strengthens policyholder confidence and provides regulators with 

verifiable evidence of compliance with contractual obligations. Ethereum-based platforms have 

extended this model to multiple insurers, automating claims disbursement totaling approximately 

$18.9 million, demonstrating both scalability and reliability of smart contract applications in real-

world insurance environments. 

The adoption of smart contracts in insurance not only accelerates the settlement process but also 

enhances risk management by reducing exposure to fraud, errors, and delays. From a legal 

perspective, smart contracts embed contractual obligations directly into code, ensuring 

enforceability while maintaining compliance with regulatory frameworks. Economically, this 
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innovation contributes to cost reduction, operational efficiency, and customer satisfaction, 

positioning smart contracts as a disruptive yet highly valuable tool in modern insurance practice. 

Section IV: Practical and Legal Challenges of Self-Executing Smart Contracts. 

Self-executing smart contracts represent an innovative model that integrates law and digital 

technology; however, they face a range of practical and legal challenges that may hinder their 

implementation and widespread adoption. This section aims to provide a general overview of these 

obstacles, highlighting their types and their impact on the effectiveness of smart contracts, whether 

from a technical, legal, or institutional perspective. 

A) Security and Technical Reliability Challenges 

Security and technical reliability remain among the most critical barriers to the widespread adoption 

of smart contracts. Smart contracts are executed on blockchain networks, which inherently rely on 

complex cryptographic protocols and decentralized consensus mechanisms. Any vulnerability in the 

underlying code—whether due to human error in programming, overlooked logical flaws, or 

malicious attacks—can result in substantial financial losses or the unintended execution of 

contractual terms. The decentralized nature of blockchain, while increasing transparency and 

reducing the need for intermediaries, also complicates error correction because once a contract is 

deployed, it is immutable.28 

Moreover, as blockchain networks grow in size and complexity, the likelihood of unforeseen bugs 

or vulnerabilities rises. Smart contracts must also integrate seamlessly with external systems, such 

as traditional banking infrastructures, payment gateways, and financial platforms. Failure to achieve 

this integration can result in incomplete or inconsistent execution of obligations. To mitigate these 

risks, organizations must adopt rigorous testing protocols, including formal verification methods, 

security audits, and simulation-based stress testing, ensuring that smart contracts perform as 

intended under diverse scenarios. 

B) Legal and Regulatory Challenges 

Smart contracts challenge the very foundations of traditional legal frameworks. Many jurisdictions 

lack explicit legislation recognizing or regulating digital self-executing contracts, which introduces 

uncertainty regarding their enforceability. Critical issues include the evidentiary value of smart 

contracts in legal disputes, the allocation of liability in the event of contract failure, and the legal 

consequences of errors, omissions, or external attacks on the code. For example, if a bug in a smart 

contract leads to the unauthorized transfer of assets, questions arise about whether the parties are 

legally bound or if compensation can be claimed. 

Cross-border transactions exacerbate these challenges. Smart contracts can operate seamlessly 

across multiple jurisdictions, raising complex questions regarding applicable law and jurisdictional 

authority. Additionally, contracts must comply with local legal regulations, financial rules, and, 

where applicable, Sharia law for Islamic finance contracts. Failing to account for these requirements 

may render a smart contract void, unenforceable, or subject to legal disputes. Consequently, 

legislators, regulators, and technologists must collaborate to create clear legal standards and 

frameworks that reconcile the decentralized, automated nature of smart contracts with established 

legal principles29. 

1- Personal Data Protection Law and Smart Contracts 

From a high-level legal and regulatory perspective, self-executing smart contracts raise 

complex and unresolved challenges in relation to personal data protection, particularly within 

blockchain environments characterised by immutability, decentralisation, and permanent data 

replication. While these technical features enhance transparency and auditability, they may directly 

conflict with core principles enshrined in modern data protection regimes, including data 
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minimisation, purpose limitation, storage limitation, and the right to erasure (“right to be 

forgotten”). This structural tension requires a functional legal reconciliation between blockchain 

architecture and data protection compliance frameworks. Accordingly, any serious legal analysis of 

smart contracts must integrate the normative requirements of data protection law, particularly in 

light of the EU General Data Protection Regulation (GDPR), which establishes strict conditions for 

lawful processing of personal data in digital environments. The absence of a deletion mechanism in 

blockchain systems further intensifies the legal debate on whether immutable ledgers can be fully 

aligned with contemporary privacy standards, thereby necessitating hybrid compliance models such 

as off-chain storage or encryption-based anonymisation techniques. 

2- Cybersecurity and Informatics Law in Smart Contract Systems 

The operational deployment of self-executing smart contracts is inherently dependent on 

distributed digital infrastructures, rendering them highly exposed to cybersecurity threats such as 

code vulnerabilities, oracle manipulation, denial-of-service attacks, and unauthorized protocol 

interference. In this context, cybersecurity and informatics law constitute the primary normative 

framework for ensuring the resilience, integrity, and reliability of blockchain-based systems. These 

legal regimes do not merely address ex post liability but also establish ex ante preventive 

obligations concerning risk management, system security standards, and incident reporting 

mechanisms. Moreover, cybersecurity law introduces a structured liability framework for digital 

actors, including developers, platform operators, and service providers, thereby extending legal 

accountability to algorithmic environments. Consequently, the legal analysis of smart contracts 

must move beyond technical description to address critical issues of cyber-risk governance, digital 

forensics, and responsibility allocation in cases of system failure or malicious exploitation. 

3-E-Commerce Law and the Legal Recognition of Smart Contracts 

Within the digital economy, self-executing smart contracts represent a structural evolution of 

electronic contracting mechanisms, enabling automated execution, reduced transaction costs, and 

enhanced efficiency in online commercial exchanges. However, their legal validity and 

enforceability remain contingent upon the regulatory framework governing electronic commerce, 

which defines the essential conditions for contract formation, electronic authentication, and 

consumer protection. E-commerce law therefore serves as the doctrinal foundation for integrating 

blockchain-based agreements into the traditional legal order. Nevertheless, the automated and 

autonomous nature of smart contracts challenges conventional doctrines of consent, offer and 

acceptance, and contractual interpretation. This necessitates a reinterpretation of classical contract 

law principles in light of algorithmic execution systems, ensuring that legal certainty, consumer 

rights, and transactional fairness are preserved in digital environments governed by code rather than 

human intermediaries. 

C) Data Protection and Privacy Challenges 

While blockchain offers unparalleled transparency and traceability, it inherently conflicts with 

traditional data privacy standards. Smart contracts require access to participant data, which can 

include personal identifiers, financial information, or confidential business details. Because 

blockchain records are immutable and publicly accessible within the network, this raises significant 

risks regarding compliance with international privacy laws such as the European Union’s General 

Data Protection Regulation (GDPR). 

Additionally, the integration of off-chain data through oracles introduces another layer of 

vulnerability. Incorrect, manipulated, or outdated data from external sources can trigger unintended 

contract execution. Protecting digital identities is also a major concern, particularly in cross-border 

transactions where reliable digital identification systems may not exist. As such, developers must 

implement advanced encryption techniques, secure multi-party computation, zero-knowledge 
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proofs, and decentralized identity solutions to ensure that private data is protected while 

maintaining the contract’s integrity and enforceability.30 

D) Cost and Institutional Adoption Challenges 

Financial and organizational constraints are additional obstacles. Designing, deploying, and 

maintaining secure smart contracts requires substantial investment in technical expertise, software 

infrastructure, and ongoing monitoring. Organizations must bear costs associated with code audits, 

cybersecurity measures, and system integration. Furthermore, the adoption of smart contracts often 

faces resistance from institutions accustomed to traditional processes, due to concerns about digital 

reliability, loss of control, and unfamiliarity with decentralized execution mechanisms. 

Overcoming these barriers requires not only technological solutions but also institutional education 

and cultural adaptation. Stakeholders must be informed about the efficiency, accuracy, and 

transparency advantages of smart contracts, while assurances must be provided regarding risk 

mitigation measures. Encouraging adoption may involve pilot programs, regulatory sandboxes, and 

public-private collaborations to validate the technology in real-world contexts. Broad acceptance is 

likely to hinge on the ability of organizations to demonstrate consistent reliability, legal compliance, 

and tangible benefits over conventional contract execution methods31. 

Conclusion: 

Over the past decade, self-executing smart contracts have brought a radical transformation to the 

management of legal and financial transactions, as digital technology enables obligations to be 

executed automatically and with high precision, while minimizing human intervention and the need 

for intermediaries. This transformation represents a natural extension of the evolution of traditional 

contracts and reflects the capacity of digital innovation to reshape legal and economic frameworks 

in line with the demands of the digital era. 

The study of the technical stages of these contracts, along with their practical applications in areas 

such as real estate sales, movable property transactions, smart insurance contracts, and Waqf 

(endowment) contracts, demonstrates that they provide an unprecedented level of transparency, 

security, and speed in fulfilling obligations. Furthermore, the blockchain-based nature of smart 

contracts ensures permanent documentation of transactions, enhancing trust between parties and 

reducing the likelihood of future disputes. 

However, smart contracts cannot be regarded as a comprehensive solution without acknowledging 

the associated practical and legal challenges, which include network security, legal recognition, data 

protection, integration with traditional systems, and institutional adoption. This underscores the 

need to extract precise conclusions from this study and provide practical recommendations to 

overcome obstacles and maximize the benefits of this advanced technology in the future. 

Results 

The study reveals that self-executing smart contracts represent a fundamental shift in the concept of 

traditional contracts, both jurisprudentially and legally. Jurisprudential and legislative attempts have 

demonstrated the potential to adapt these contracts to Islamic law and national regulations, 

reflecting a serious effort to create a balanced legal framework between technological innovation 

and religious and legal requirements. 

From a technical perspective, the stages of drafting and implementing smart contracts show that 

they rely on precise encrypted software, digital wallets, and blockchain technologies to ensure 

automatic execution of obligations, achieving unprecedented speed and efficiency in financial, real 

estate, and investment transactions. 
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Regarding practical applications—such as real estate sales, gold trading, smart insurance, and Waqf 

contracts—these contracts provide transparency, accuracy, and rapid execution, while reducing 

reliance on intermediaries and enabling permanent documentation on the blockchain, thus 

enhancing credibility and trust among parties. 

However, the study of challenges indicates that smart contracts face technical, legal, regulatory, and 

privacy-related obstacles, as well as issues related to institutional adoption. There is an urgent need 

to develop advanced legal frameworks, robust security protocols, and reliable digital identity 

systems to ensure the long-term success of these contracts. 

Recommendations 

Based on the preceding results, the following practical recommendations can enhance the 

effectiveness of smart contracts: 

1- Establish clear legal frameworks: Governments should enact explicit legislation recognizing 

smart contracts, defining parties’ responsibilities and dispute resolution mechanisms in accordance 

with Islamic law and national regulations. 

2- Enhance programming and digital infrastructure security: Implement independent code audits 

and regular security testing to prevent vulnerabilities that may affect contract execution. 

3- Integrate with traditional systems: Connect smart contracts with banks, digital payment systems, 

and governmental authorities to ensure effective execution and legal compliance. 

4- Develop reliable digital identity systems: Verify the identities of digital parties and ensure the 

security of personal and financial data in compliance with international data protection standards. 

5- Promote awareness and training: Foster digital literacy among institutions and investors, 

highlighting the benefits of smart contracts and instructing on their safe and effective use. 
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